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M RFID in health care

RFID In Health Care: Qutcomes and points for consideration

T

Tracking and tracing of
* operation room equipment
* medical personnel

* blood products in OR & ICU
(including new active RFID tag with
temperature monitoring)

www.RFIDzorg.nl



Is RFID electromagnetic compatible with
critical care equipment?

Medical
device




Methods

!ll

* paSSIVe RFID SyStem (OBID, Feig Electronic, Weilburg, Germany)

3

868-MHz reader (2,4 W) a
active RFID SyStem (Eureka RFID, Avonwood, England) __é
125-kHz reader (68 x 10E-3 T at 1 m) & =
868 Hz active tag =
41 medical devices = |

(17 different categories: IC-monitor, ventilator, syringe p
dialysis machine, external pacemaker...)

~ « testprotocol: American National Stand

Institute (ANSI) (simulators connected & worst
scenario) —



- Classification of incidents

I

——
=
i

hazardous incident: direct physical influence on a
- patient by unintended change in equipment

function
(eg., total stop of syringe pump / breathing machine)

JIiHuuuiillii"“llmllil|Hllﬁu..... )

!

significant incident: influence on monitoring with

significant level of attention needed
(eg., incorrect alarm or monitoring)

light incident: ...without significant level o

attention needed
(disturbed display)
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~ Results

-+ |In 41 medical devices 34 EMI incidents:

22 hazardous, 2 significant & 10 light
(syringe pump, mechanical ventilator...)

passive 868 Mhz RFID signal:
26 incidents (in 41 devices = 63%)
active 125 kHz RFID signal: 8 incident

median distance (# mean) :
30 cm [0.1 — 600 cm]

s
. 3
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JAMA
June 25, 2008

The Journal of the American kMedical Association

Electromagnetic Interference

From Radio Frequency Identification
Inducing Potentially Hazardous Incidents
in Critical Care Medical Equipment

Remko van der Togt, MSe Context Health care applications of autoidentification technologies, such as radio

Erik Jan van Lieshout, MD frequency identification (RFID), have been proposed to improve patient safety and

Reinout Henshroek. MSe also the tracking and tracing of medical equipment. However, electromagnetic inter-

E Boi PLD ference (EMI) by RFID on medical devices has never been reported.
L bernat, h

M Bimekade  PLD Objective To assess and classify incidents of EMI by RFID on critical care equipment.
o - TnneRace. o n Design and Setting Without a patient being connected, EMI by 2 RFID systems

P. . M. Bakker, MD, PhD (active 125 kHz and passive 868 MHz) was assessed under controlled conditions dur-
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\h_ __) &
American Society for Healtheare Engineering

of the American Hospital Association

Collins: "And it is difficult to say if something, such as
an RFID system, will interfere with critical care
equipment unless you do a study. Hospitals need to
do a risk assessment of every wireless device that
comes into the hospital, because [the wireless
devices] all create a greater noise level in terms of
radio frequency waves. You really don't know what to
expect until they are tested.”
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Testing potential interference with RFID usage in the patient care environment.

Christe B, Cooney E, Magqgioli G, Doty D, Frye R, Short J.

Biomedical Engineering Technology, Indiana University Purdue University, Indianapolis (IUFU), USA.

The use of radio frequency identification (RFID) equipment in the clinical setting has become prevalent. The exploration of the potential
interactions between the equipment used to implement RFID and medical devices is vital to ensure safe and effective use of both the
tracking technology and the patient care equipment. This study examines the effects of two common RFID antennas, Mear-Field and Far-
Field, and five general types of patient care equipment. Data were collected regarding the function of the patient care equipment in the
fields of the antennas. Mo device performance alterations were observed.

passive 868 MHz (UHF)



V[ W A\ e Medical Journal o Ausialia

Established 1914 « Journal of the Australian Medical Association ',

Lawrentschuk 2004

2 Studies of EMI-related events in medical equipment caused by digital mobile phones operating at frequencies
used by single- and dual-band mobile phones in Australia (800-215 MHz)

Mumber Clinically Maximum
First of Tests relevant  Devices showing  distance at
authar, devices  per EMI EMI clinically relevant  which EMI
year tested device obhserved observed EMI recorded {cm)* Conclusions
Irnich'® 203 & 107 20 Apnoea monitor 70 Usa mobile phones = 1 m from medical equipment
2002 (53% ) (100} Dialysis machine 0 Maka sansitive madical aquipment used in hospitals
Esiturrialpaganiaksr o0 resistant to EMR from mobile phones up to 50 cm, thus
Ry N o changing “1m rule” to “arm’s-length rule”
sartiung machine Al madical davices used outside hospital must be mads
Respirator 80 resistant to EMR from mobile phonss
Histanen'® 23 1 13 3 Anassthesia 70 Restrict use of mobile phones in clinical areas
2000 (57%) (12%)  machine Patiants and visitors should use mobile phones only in
Respirator 5 designated arsas
Endaoflator 10 Hospitals should assess their own risk of interfarence
from the EMR of mokile phones
Trigano!'? @ 3 4 4 External pacemaker 200 Be awara of potential interfarence with external
1999 (449) (449} pacemakers
Devalop pacemakers resistant to EMI
MDA 2 224 3 g2 o Anassthesia ] Restrict uze of mobile phones in clinical areas
1997 (34%) (4%) machine
Respirator 0
Infusion pump 0
External pacemaker 0
Defibrillators 100
Robinsen' & 2 3 3 Infusion pump 55 Usa mobile phones = 1 m from medical equipment
19977 (£0%) (80%}  ECG monitor 99
Clifford® 15 1 8 7 Infusion pump 200 Uza mobile phonas = 2m from madical aquipment
1994 {33%) #7%)  Eco moniter 200 Switch off mabile phones in operating theatres and
Talsmety 20 intznsive care units and adjacant arsas if it is possible

to operate a mobile phone within 2m of aquipmeant

EZ5 = Electrocardiography. EMI = Electromagnetic interference. EMR = Electromagnetic radiation. MDA = Madical Devices Agency, Department of Health, United
Kingdzm. " The maximum distance fram ary single device within the category. T This study used a maokile phons simulator, which was a signal generator coupled
with a radicfrequency amplifier and antenna pulsed at the same frequency as phones usad in Australia.




How to move on with RFID 1n
the critical care environment

* update of international standards
» careful management of the introduction
of new wireless communications such as RFID

* on site tests with RFID and critical care equipment involved
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ID TechEx

Low Frequency (LF) 125-135 KHz
High Frequency (HF) 13.56 MHz
Ultra High Frequency (UHF) 868-930 MHz
Microwave 2.45 GHz

Microwave 5.8 GHz
IDTechEx IDTechEx
FREQUENCIES - good things FREQUENCIES - bad things
125-135 kHz (LF) 13.536MHz H-) UHF 2.458Hz
125-135kHz 13.56MHz UHF GHz
s : Range usually under 1m Easity reflected or absorbed
oUnd comers m range Longest Long range (signal drops as cube of (read reliability problems with
Fangs High data rate = metal and fuids)
Through most things Tokrant of metal  (up to 30m Smallest, distance)
and fluids without battery) cheapest tag Slow datla transfer Health issues such as permilted
i microwave dose and public
Mo radiation problam Standardised Bulky tag e.g. “bullet” or perception
Mo reflection problem CONVEYANCES, VEHICLES, LIBRARY “button” at 123KHz
LAUMDRY, ITEM LEVEL TAGGIMNG, Expensive reader
Cheaper electronics BANKMOTES, ERROR PREVENTICN,
SECURE ACCESS -
COWS, BEER BARRELS
GA;MC:I’UHDEF\‘; TH;\:':. HEgalivis DECOmE Mmore Sxlrems MeQal-es DECOME mare exdneme

& |DTechEx & I0TechE
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Table 1 Categories of medical devices, interference distances and type of incidents per signal.

infusion / syringe pumps
external pacemakers
mechanical ventilators
dialysis devices
pacemaker
programmers

balloon pumps

blood warmers
heart-lung machines
cell savers
anaesthesia devices
defibrillators
electrocardiogram
devices

monitors

IC beds

operating tables
cooling machines
vacuum pumps

hazardous incidents
significant incidents
light incidents

number of devices

distance (cm)

tested influenced median [range] 868 MHz
9 8 30 [0,1-100] 5H*, 3L***
3 3 25 [5-30] 3H
4 2 20 [5-400] 2H
2 2 15 [10-20] 2H
2 2 150 [25-600] 1H, 18**
3 1 50 1H
1 1 50 1H
1 1 10 1H
1 1 5 1H
4 1 325 [25-600] 1L
3 2 302,5 [5-600] 2L
1 1 137,5 [25-250] 1L
3 1 50 1L
2 0
1 0
1 0
1 0
25 cm [5-400] 17H
310 cm [20-600] 18
45 cm [0,1-600] 8L
42 26 30 [0,1-600]

type of incidents per RFID signal
125 kHz

1H
2H
18

2H

5H
18
2L



Table 1 B type of incidents and distances per signal

distance (cm) type of incidents per RFID signal

median [range] 868 MHz 125 kHz
hazardous incidents 25 cm [5-400] 17 H 5H
significant incidents 310 cm [20-600] 1S 1S
light incidents 45 cm [0,1-600] 8L 2L

30 [0,1-600] 26 8
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